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Open the Group Policy Management tool within the active directory 

 

Under the domain, right-click the Default Domain Policy and hit Edit 
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Under Computer Configuration, Policies, Windows Settings, Security Settings, Account Policies, 

Password Policy double-click the Minimum Password Length setting 

 

 

Ensuring the Define this policy setting box is checked, increase the password characters to 8 and 

hit OK 
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Double-click Prohibit Access To Control Panel And PC Settings under User Configuration, 

Policies, Administrative Templates, Control Panel 

 

Select Enable and hit OK 
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Create a Global group named Passgroup 

 

Open ADSI Edit found under Windows Administrative Tools in the start menu, right-click ADSI 

Edit, Connect To 

 

Hit OK 
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Right-click the CN=Password Settings Container under DC=NTW216NJACOB,DC=local, 

CN=System, select New, Object 
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There is only one class to select, select it and hit next 
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Enter CustomPolicy as the value and hit Next 

 

Enter 10 as your value and hit Next 

 

Enter False as your value and hit Next 
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Enter 12 as your value and hit Next 

 

Type True as your value and hit Next 
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Set the value as 8 and hit next 

 

Enter -8640000000000 as your value and hit next 
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Enter -51840000000000 as your value and hit next 

 

This next value will be 3, hit Next 
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Enter -3000000000 as your value and hit Next 

 

Enter -18000000000 in the Value box and hit next 
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Click Finish 

 

In the Active Directory Users and Computers screen Check the Advanced Features option under 

the View tab at the top of the window 
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Right-click CustomPolicy under System, Password Settings container, and hit Properties 

 

In the Attribute Editor tab, select msDS-PSOAppliesTo and hit Edit 
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Hit Add Windows Account, Enter Passgroup and click Check Names, then OK 

 

Hit Okay again 
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Open the Active Directory Administrative Center, Click Password Settings contain under the 

domain, system. Hit New under Tasks on the right hand side and choose Password Settings 

 

Enter the data as shown in the Screenshot 
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Hit Add, type IT and click Check Names then hit Ok, hit OK 

 

 


