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Open the Group Policy Management tool within the active directory
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Under the domain, right-click the Default Domain Policy and hit Edit
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Under Computer Configuration, Policies, Windows Settings, Security Settings, Account Policies,

Password Policy double-click the Minimum Password Length setting
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Ensuring the Define this policy setting box is checked, increase the password characters to 8 and

hit OK
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Double-click Prohibit Access To Control Panel And PC Settings under User Configuration,

Policies, Administrative Templates, Control Panel
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Create a Global group named Passgroup
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Open ADSI Edit found under Windows Administrative Tools in the start menu, right-click ADSI
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Right-click the CN=Password Settings Container under DC=NTW216NJACOB,DC=local,
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Enter CustomPolicy as the value and hit Next
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In the Active Directory Users and Computers screen Check the Advanced Features option under

the View tab at the top of the window
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In the Attribute Editor tab, select msDS-PSOAppliesTo and hit Edit
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Hit Add Windows Account, Enter Passgroup and click Check Names, then OK
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Open the Active Directory Administrative Center, Click Password Settings contain under the
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e
‘ Remove 22 9:03
- " 2903
(a) More Information oK I I Cancel | b2 002
Hit Add, type IT and click Check Names then hit Ok, hit OK
_.__EESE crnurne
§ Dashboard -
Local Servel | select Users or Groups X
i All Servers TASKS ¥ SECT
Select this object type:
¥ ADCs 1Usets or Groups I L°°l°°‘ TW';J
I AD DS From this location:
L DNS INTWZ‘IGNJNZOBJocd l l P ‘ Password age options:
e Enforce minimum password age
i File and 5t0 | Enterthe object names to select (examples): User cannot change the password withi... ¢ 1
» IS T tgﬂNﬁ‘ Enforce maximum password age
I Windows S¢ User must change the password after (... %k (6C
Enforce account lockout policy:
DR I 0K l [ Cancel ‘ Number of failed logon attempts allowed: 3¢ |5
: . . . s Reset failed logon attempts count after (m... * (3
[] Store password using reversible encryption Accountwill be locksd cat
O For a duration of (mins): * 3
Protect from accidental deletion ® Until an administrator manually unlocks the :
Description:




